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Introduction

into everyday engineering procedures a broad-based

understanding of the complex interaction of chemical
process technology, mechanical and process design, process
control, and process safety management systems. Chemicals
play a key role in today’s high-tech world. The chemical
industry is linked to every technologically advanced industry,
and only a handful of the goods and services we enjoy on a
daily basis would exist without essential chemical products.
However, the use of chemicals is a two-edged sword. Safe use
creates a healthier economy and a higher standard of living.
Unsafe use threatens our lives, our businesses, and ultimately
our world.

Process safety is very closely linked to sustainable develop-
ment. Engineering research in the 21st century needs to bring
together elements of manufacturing, design, and sustainable
engineering in an integrated form. Interwoven through this
new paradigm is the consideration of risk in every aspect. An
engineer must function as a member of the global community.
This means not only competing in the global marketplace but
also acting as a professional who shares global responsibilities.
These responsibilities entail a proper accounting of finite
world resources, a sensitivity to the impact on the environ-
ment, ethical conduct, process safety, risk consideration, and
much more. This much needed aspect of sustainability to engi-
neering education, research, and practice can be summarized
as the design of materials, processes, products, and systems to
sustain good and safe conditions for human health and the
environment.

Over the last 30 or more years, many catastrophic incidents
have captured the attention of the public and the media. Com-
panies cannot be sustainable without successful safety and risk
management programs. Thus, by extension, it is impossible
for society to reach the goals for engineering for sustainable
development without successful safety and risk management

Process safety engineering is the science of implementing
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programs. Our inability to adapt to the demands of a changing
world and ecosystem has the potential to take us down the
same path as the dinosaurs. In that respect, systems engineer-
ing and analysis of complex systems have the potential to
identify and solve some of the process safety challenges.

The first mention of systems safety started after World War
I, as technology quickly developed and engineers were faced
with an increased level of complexity for the new design of
facilities or technologies. In the 1950s and 1960s, frequent and
unexpected failures were experienced by the American missile
and nuclear programs, and parts of these failures were found
to be due to deficiencies in the design, operation, and manage-
ment. Therefore, the intercontinental ballistic missile system
was developed and was known as one of the first systems to
have a formal, disciplined safety program. At the same time,
the US Air Force was also experiencing major losses of air-
crafts and pilots and developed the first systems: wide safety
specification BSD Exhibit 62-41, which was a safety engineer-
ing system for the development of air force ballistic missiles.
The military also developed a standard for system safety,
which was revised further in 1969 and published as MIL-STD-
882, the requirements for a system safety program for systems
and associated subsystems and equipment.1

The military standard considered the foundation document
for system safety is still used by the US Department of
Defense after many revisions, and this suggests that safety
must be viewed in a system perspective.” In this Perspective,
we aim to prevent incidents and mishaps; protect the system
and its users, the public, and the environment; identify, elimi-
nate, or control hazards; design and develop a system with
minimal risk; and create a safe system by intentionally design-
ing safety into the overall system. The system safety process
involves the system safety program plan, hazard identification,
risk assessment, risk mitigation and verification, risk accep-
tance, and hazard tracking, as shown in Figure 1.

The failures in the aerospace and defense industry in the
last decade initiated a systemic approach for preventing inci-
dents.* Leveson™® stressed on the necessity of considering the
functioning of the system as a whole instead of focusing on
the functioning of the individual parts of the system to prevent
its failure. Leveson’s work considers safety as an emergent
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Figure 1. Core system safety process.> Reproduced with permission from “Hazard Analysis Techniques for System Safety” by
Ericson, CA (2005). SSP: System Safety Program; SSPP: System Safety Program Plan; SSMP: System Safety Man-
agement Program; SSRs: System Safety Requirements; V&V: Verify and validate; HTS: Hazard Tracking System;

HARs: Hazard Action Records.

system property and safety measures as system constraints on
the behavior of the system. To this effect, Leveson developed
new concepts, such as system theoretical accident model and
system theoretical process analysis on the basis of the philoso-
phy that components of a system can be safe, but the interac-
tion between them may not be, and therefore, a high reliability
of the components does not guarantee the reliability of the
system.

Venkatasubramanian’ also advocated a systemic approach
be applied to the process industry and listed many challenges
for the systems and chemical engineers; these included techno-
logical, personnel, procedures, management and culture, regu-
latory, and conceptual challenges. To further elaborate on
these challenges, he suggested that a prognostic approach is
needed to predict the problems in managing systemic risks.

The military approach has inspired many books on system
safety engineering.S’8 These books profess that hazard analysis
has to be performed not only at the subsystem level but also at
the system level and should focus on the interfaces and safety
critical functions. The book by Ericson® focuses on providing
tools for hazard analysis and dividing hazard analysis into dif-
ferent categories (preliminary design phase, design phase,
operation phase, and support phase), which depend on the
phase of the project in which the hazard analysis has to be per-
formed.> Bahr® covered the entirety of the system safety pro-
cess and went a step further in describing some process hazard
analysis techniques, such as what-ifs, checklists, hazard and
operability (HAZOP) studies, failure mode and effect analysis,
fault tree analysis, management oversight risk trees, energy
trace and barrier analysis, sneak circuit analysis, and cause-
consequence analysis. This book also compares all of these
techniques by application, life-cycle phases, time require-
ments, skill levels, and cost and concludes that one technique
is not better than another but will depend on the objectives and
needs of the industry; it also concludes that several techniques
can be combined in the form of a tool box.

Beyond this, a systems thinking approach should also
include software in the analysis.® The same conclusion was
also provided by a review of hundreds of accidents and
incidents related to software.” The main lesson learned
from the incident reviews is that software is often not
included in the organization risk and hazard analysis and is
not effectively incorporated in their process safety efforts.
In all of these references, the need to include a human in
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the loop of a system safety process was emphasized but not
precisely detailed.

This view of system safety is mostly an update of current
risk assessment and management practices and does not really
reflect a true systems approach. In their book about engineer-
ing systems, de Weck et al.'® summarized the concept behind
what they called (re)thinking about systems. The first impor-
tant principle behind thinking about systems is that one must
always have a multidisciplinary view of the system by chang-
ing view angles but also changing the viewpoint by consider-
ing different levels of detail. Four fundamental perspectives
should be considered—scope and scale, function, structure,
and temporality—simultaneously from the technical and social
perspective. The function is the action for which a system is
specially fitted or used or the reason for which the system
exists. The scope and scale defines the boundary of the system.
The structure refers specifically to the way in which the ele-
ments of the system are interconnected, but architecture is a
broader concept that also includes the assignment of subfunc-
tions to the elements of the system. Finally, a system is
dynamic, and the effect of different timescales, from minute to
decades, also needs to be specified.

Coming back to system safety as currently defined, the func-
tion, which is risk assessment and management, is defined. The
temporality is present because different methods for hazard
identification exist for different phases of a project, together
with a structure, because different risk assessment methods are
defined for system and subsystems. However, these principles
are mostly applied from a technical point of view with very
little emphasis on the social perspective, and more could be
done for the temporality and structure perspectives. In this arti-
cle, a new process safety system is proposed. The current prin-
ciples of risk assessment and management need to be viewed
from different viewpoints: engineering and science, life-cycle
analysis (LCA), and safety culture and climate, as summarized
in Figure 2, with the risk assessment and management being
performed with the final objective of sustainability.

Science and Engineering

Catastrophic process safety incidents continue to occur,
despite advances in the understanding of the underlying causes
over the years. Process safety deals with the avoidance of
these incidents caused by the release of hazardous substances

DOI 10.1002/aic 3559



Life-Cycle
Approach

Risk
Assessment

Culture,
Climate

Engineering,
science

sustainability

Figure 2. Process safety system.

in continuous, semicontinuous, or batch industrial processes.
In addition, process safety is also applied to the storage and
transportation of hazardous materials. If we take a close look
at the lessons learned from these incidents, the inevitable con-
clusion is that most of these incidents could have been avoided
through a better understanding of the fundamental science and
engineering behind the processes at hand.

Because the goal of process safety is to prevent harm due to
loss of containment of hazardous substances, it is essential to
predict potentially disastrous scenarios, the degree and extent
of damage associated with a scenario and the actions neces-
sary to prevent them, and to reduce the consequences if an
undesirable scenario was to occur. This includes understand-
ing all of the possibilities by which a process can derail and
the probability and consequence of each scenario. In view of
this, process safety can be tied to a large number of disciplines
of which the particular fields include computing and instru-
mentation, statistics and reliability engineering, psychology
and organizational science, construction design and engineer-
ing, equipment, systems, and controls.'! However, to predict
the scenarios, we need to gain a fundamental understanding
of the science, which can be obtained by a literature review
and experimental and computational studies. As an example,
the reference book Chemical Process Safety: Fundamentals
with Applications12 contains 16 chapters, and 13 of them are
dedicated to engineering or science principles, such as reactive
chemicals, dispersion modeling, and toxicology. The other three
chapters are dedicated to hazard identification, risk assessment,
and case studies. Another reference for process safety is Lees’
Loss Prevention in the Process Industries, where the majority of
the 40 chapters are tied to engineering or science principles.13

Kumamoto and Henley,14 in their book Probabilistic Risk
Assessment and Management for Engineers and Scientists,
explained conceptual and methodological treatments and clari-
fied how to satisfy safety goals by Probabilistic Risk Assess-
ment (PRA) to be complemented by deterministic approaches,
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such as defense-in-depth and good engineering practices. An
algorithm was developed by Lapp and Powers'” to draw fault
trees, which could handle complex systems efficiently and con-
sidered topology, multivalued logic, and consistency checks.
Leveson and Stephanopoulos16 presented a system, a theoretical
and control-inspired engineering approach to process safety, to
the  scientific ~ community.  Venkatasubramanian  and
coworkers'”'® have published many articles on early fault
detection and diagnosis, which can help prevent abnormal event
progression. They suggested the use of a predictive approach to
develop real-time intelligent support systems that can effec-
tively monitor key parameters of process operations and detect
and diagnose problems. These systems should be able to notify
operators and engineers about incipient abnormal events. Such
predictive systems can also be invaluable in the design stage,
where they can be used in the identification of potential hazards
in the proposed design. However, to be successful at this
endeavor, there is a need to address the conceptual challenge of
being able to predict the effect of these changes or interactions
under various conditions and how these will propagate through
the entire complex engineered system.”’lg A lack of under-
standing of engineering or science during the different phases of
risk assessment can lead to incidents. Some examples of recent
major incidents are presented here; these could have been
avoided if fundamental science and engineering would have
been used to understand the scenarios better.

The US Chemical Safety and Hazard Investigation Board
identified 167 serious reactive chemical incidents in United
States from 1980 to 2001; these resulted in 108 fatalities and
losses of hundreds of millions of dollars."” A review of major
reactive chemical incidents,?® such as those at Napp Technolo-
gies (Lodi, NJ, 1995, five fatalities); BPS, Inc. (West Helena,
AR, 1997, one fatality); Morton International, Inc. (Paterson,
NJ, 1998, nine serious injuries); Concept Sciences, Inc. (Allen-
town, PA, 1999, five fatalities); Whitehall Leather Co. (White-
hall, MI, 1999, one fatality); and BP Amoco Polymers
(Augusta, GA, 2001, three fatalities), advocated that fundamen-
tal concepts should be applied and fully understood to prevent
such incidents in the future. An extensive literature survey of
fundamental thermochemical calculations (e.g., oxygen balance,
heat of reaction, maximum pressure/rate of pressure rise, adia-
batic temperature rise, reaction rate constant), computer pro-
grams (CHETAH), screening tests (e.g., differential scanning
calorimetry, thermogravimetric analysis, mixing calorimetry),
incompatibility tests, and sophisticated tests (e.g., adiabatic and
reaction calorimetry) should be performed to gain a better
understanding of the hazards. Apart from experimental
methods, computational methods, such as quantum mechanical
models and correlations, can be used to understand the behavior
of reactive chemicals at the molecular level under different
operating conditions and also in the presence of contaminants.

The Buncefield incident, which occurred on December 11,
2005, was caused by the overfilling of a tank because of a prob-
lem in the tank gauge. This caused the release of 300 metric tons
of gasoline; this created a flammable vapor cloud that ignited
and created a major explosion, which was succeeded by other
explosions that damaged property in a 10-km radius and injured
more than 40 people; this incident became one of the largest
peacetime explosions in Europe in the last 50-60 years.21 One of
the more effective methods for preventing vapor cloud
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Figure 3. Length and time scales of multiscale objective-
oriented process development.>* Reproduced with
permission from “Beyond process design: the
emergence of a process development focus” by
Ng KM, Wibowo C (2003).

explosions is the prediction of the occurrence of explosions and
their impact through proper analysis of overpressures that can
possibly develop in the course of a vapor cloud explosion. Vapor
cloud explosion overpressure prediction methodologies vary
from simple empirical models to more sophisticated phenome-
nological models and complex computational fluid dynamics
models. The Buncefield incident resulted from a complex
phenomenon that is still not fully explained in many publica-
tions.** The scenario reflects a low probability of a combination
of events that was not considered in the hazard identification
conducted during the safety reports; this was due to two wrong
assumptions that were related to the physical comprehension of
vapor cloud explosions; a Vapor Cloud Explosion (VCE) in an
oil depot was not considered a credible event, and a VCE was
presumed to require a high level of containment. In their analy-
sis of the Buncefield incident, Paltrinieri et al.>? concluded that
this low-probability combination event was facilitated by techni-
cal, human, organizational, and societal factors and that only a
holistic approach to risk would improve the prevention of such
incidents.

There is a need for a systematic management approach that
incorporates the fundamental concepts of hazard identification,
hazard evaluation, and hazard control throughout the process
life cycle. In addition, more research is needed in the compre-
hension of hazardous phenomena; this was identified as the
first topic in the process safety research agenda for the 21st
century'" and will help both as a preventive effort and also in
the design of protective measures. More research on explo-
sions is needed, especially for stratified clouds, hybrid mix-
tures (gas and dust), and flame acceleration processes,
especially the deflagration-to-detonation transition. With
regard to chemical reactivity, more research is needed to fur-
ther improve the thermal stability and decomposition of mate-
rials by improving the models and having a more precise
determination of the induction periods or the sensitivity of
chemicals to various stimuli. The analysis of the ability to esti-
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mate the heat-release rate of energetic materials indicates that
corrections are required in all calorimetric methodologies.

The application of multiscale approaches is garnering the
attention of engineers and scientists now more than ever, as it
helps in the modeling of systems from different viewpoints.lo
Any system can be described by models of various complex-
ities.>® Most of the time, coarse-grained modeling is sufficient,
except in some small regions that require more detailed mod-
eling. The modeling hierarchy depends not only on time and
space scales but also on the phase of the material to be studied.
The challenges of multiscale modeling are to understand the
physical models at different scales, how different complexities
are related, and also how to formulate mesoscale models, that
is, models at intermediate levels of complexity.>

The multiscale objective-oriented process development
approach goes further in scale for time and space,”* reaching
from the molecular level to the scale of a company, as illus-
trated in Figure 3. The idea is that the objective at the enter-
prise level (which in this article, is to maximize the
shareholder value added) should be shared by plant personnel
and researchers and redefined into technical objectives that
drive the lower scales. The framework idea of vision sharing
and collaboration among all employees can be applied with a
goal of safety and should drive all scales of a process.

Liquefied natural gas (LNG) facility safety is a good exam-
ple of such a multiscale problem. As a cryogenic liquid, LNG
forms a liquid pool and generates a vapor cloud once it is
leaked onto the ground or into water. To determine the conse-
quences of a catastrophic LNG spillage is critical for risk
assessment; however, the vaporization of LNG and the vapor
dispersion process are also complex problems. Process safety
issues in an LNG facility at different scales, molecular, meso-
scale, and macroscale, are shown in Figure 4.

LNG is a mixture mainly composed of methane and a small
amount of ethane and other higher hydrocarbons. The LNG
vaporization process is determined by the thermodynamics of
LNG at the molecular level, which are dependent on the LNG
composition. The boiling of LNG depends on the LNG com-
position and its thermodynamics on the molecular scale, the
bubble pattern around the hot surface in the mesoscale, and
also the flow of liquid on the macroscale. The boiling phenom-
ena on the mesoscale can also affect the flow conditions of
LNG during the pool-spreading process on the macroscale.

Multi-scale Issues in LNG Facility
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Figure 4. LNG facility safety concerns in multiscale.
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Although vapor dispersion, pool fire, and mitigation are plant/
facility scale processes, the fundamental understanding of
their behavior is directly related to what is happening on the
mesoscale and molecular scale.

A multiscale approach may provide an efficient and system-
atic solution to the safety issues of LNG facilities. For exam-
ple, the prevention of an LNG pool fire requires the
knowledge of methane combustion chemistry, mass and heat
transfer, and air turbulence on different scales. LNG pool fires
are also function of heat radiation to and absorption by the
LNG pool. A systematic multiscale approach for modeling the
pool fire should be efficient and could lead to optimized solu-
tions, for example, mitigation methods could be developed in
different scales to control or reduce pool fire hazards.

LCA for Sustainable Development

As stated previously, systems are dynamic, and it is impor-
tant to consider small but also very large timescales in the
analysis. The consideration of large timescales involves the
consideration of the whole life cycle of a plant or a process
and the safety related to it, but on a larger timescale, it is also
important to consider the sustainability of a plant or a process
for future generations.

LCA and safety life cycle

LCA, also known as life-cycle assessment, cradle-to-grave
analysis, and ecobalancing, is a technique for assessing the
environmental aspects and potential impacts of a product, pro-
cess, or service with all of the stages of a product, process, or
service from cradle to grave (e.g., from raw material extraction
through materials processing; manufacturing; distribution, use,
repair, and maintenance; and disposal or recycling).”>® In the
1990s, the Society for Environmental Toxicology and Chemis-
try (SETAC) and the International Organization for Standardi-
zation (ISO) started to work on defining LCA and developing
general guidelines and principles for LCA methodology.”f29

As defined by ISO, LCA is a compilation and evaluation of
the inputs, outputs, and potential environmental impacts of a
product system throughout its life cycle.zg_30 The methodol-
ogy framework developed ISO includes four major stages for
conducting LCA: goal and scope definition, which sets the
boundary of the analysis; inventory analysis, which lists the
input and output of the system defined in the scope and col-
lects data necessary for these input and output; impact assess-
ment, which goes deeper in the understanding of the
environmental significance of the previous stage; and
improvement assessment and interpretation, where the results
of the last two stages are discussed according to the scope of
LCA 27:2831-33

However, even with an ISO standard, LCA has its draw-
backs. First, as with all system thinking approaches, LCA
requires one to set a boundary for the analysis but this bound-
ary is sometimes left to the appreciation of the company and
can differ greatly from one analysis to another.** In addition,
LCA is very complex and requires extensive knowledge and
an extensive amount of data; the analysis requires the need for
simplification while staying scientifically acceptable so that
LCA can be applied in any stage of a process but can also be
integrated in other areas, such as business design and strategy.
Finally, LCA focuses on environmental issues, so it would be
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beneficial to have a wider scope that could encompass other
dimensions of sustainability, such as social, economic, and
safety.”**> Researchers have already started to work on issues
raised in the preceding text. In the area of extending the scope
of LCA, studies have shown that LCA can be applied as a tool
for process design by helping in decision making by adding
the environmental point of view.?"°

Although LCA focuses on the environment, life-cycle think-
ing has also been applied in the area of safety. Life-cycle
thinking applied to safety has already been implemented in
standard IEC 61508, which defines the safety life cycle as nec-
essary activities involved in the implementation of safety-
related systems and occurring during a period of time that
starts at the concept phase of a project and finishes when all of
the Electrical/Electronic/Programmable Electronic Safety-
related Systems (E/E/PE) safety-related systems, other tech-
nology safety-related systems, and external risk reduction
facilities are no longer available for use. Figure 5 shows the
overall safety life cycle proposed by IEC 61508. A safety life
cycle also starts with an initial concept phase and progresses
through design, implementation, operation, maintenance to
modification, and finally decommissioning.36

More recently, the idea of embedding inherent safety into
the safety life cycle has received a lot of attention.”” Hurme
and Rahman®’ discussed the life-cycle phases of a process
(conception of the idea, research and development, prelimi-
nary process design or pre-engineering, basic engineering,
detailed design and construction, operation, maintenance and
modification, and decommissioning) and the possibilities of
implementing inherent safety in each phase. They also eval-
uated the applicability and accuracy of the Inherent Safety
Index to the life-cycle phases of the methyl methacrylate pro-
cess. During the life cycle of the process, the opportunities for
making changes in the process first increases until the basic
engineering design of the process, after which it starts to
decrease. In the idea phase, typical information on a new pro-
cess is the reaction chemistry and the basic properties of the
compounds. The result of inherent safety estimation by index
methods in this phase is very rough and does not provide the
correct ranking of the process. In the research and develop-
ment phase, the main goals are yield, product quality, and
safety. In this phase, the designer has the greatest opportunity
to apply inherent safety by choosing the best and safest chem-
istry, scale-up method, and process intensification. This is also
the best phase in which to apply safety indices because all of
the information needed is available. In the process predesign
phase, decisions related to preliminary layout, location,
dimensioning, and unit operations are made. In this phase, the
intensification, simplification, and attenuation of operating
conditions can still be performed. Index-based approaches can
be applied, although there might not be much change from the
conceptual phase. In the basic engineering phase, piping and
instrumentation diagrams are drawn, and the inherent safety
aspects in this phase relate to piping, instrumentation, and
equipment. Here, more detailed studies, such as HAZOP stud-
ies, are more suitable than inherent safety indices. In the
phases of detailed engineering, construction and startup, oper-
ations and maintenance, and decommissioning, any changes to
the process would be expensive, and so add-on safety meas-
ures take over. In these later phases, human error becomes
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more important, and therefore, the design in the preliminary
stages should be tolerant to these errors. The degrees of free-
dom for the decision for inherently safer process design con-
tinuously decrease as we proceed through the life cycle.?’

The purpose of the safety life cycle is to optimize the pro-
cess design and enhance the safety performance of processes.
This approach could be applied to different design processes
with the same fundamental steps: problems are identified and
assessed, solutions are found and verified, and then, the solu-
tions are put into use to solve the problems. In view of this,
the understanding of life-cycle issues and the implementation
of process safety options in consideration of those issues has
many merits. It could make a plant safer with low systematic
errors, and it could decrease the cost of engineering and

AIChE Journal November 2015 Vol. 61, No. 11

Published on behalf of the AIChE

increase the process uptime. It could also lower operation and
maintenance costs greatly through the selection of the right
technology. For all of these reasons, the safety life-cycle pro-
cess is very essential for the purpose of improving the reliabil-
ity and productivity of facilities and plants.38

Safety LCA is still mostly restricted to safety-instrumented
systems.” Recent research has looked to apply safety life-
cycle models in process safety management to obtain a safety
life-cycle management, defined as “the integral control of the
safety management activities with regard to all phases of the
safety life cycle. The control is based on the application of a
structured safety life-cycle model, which is the framework on
which the safety management system is established Knegter-
ing, Berend (2002).”
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Design stage

There is a significant rise in the risks posed by the chemical
industry to life, the environment, and property because of
problems and deficiencies in design.* Major equipment-
related incident cases from the Failure Knowledge Database
were analyzed to determine the design errors in the chemical
process industry. This analysis exposed the role of design in
incidents: 79% of the incident cases analyzed were contributed
by design errors, which was substantial. The most critical
design errors were poor layout (17%), inadequate concern for
chemical reactivity and incompatibility (16%), and incorrectly
chosen process conditions (16%). The design errors were
introduced at the basic (32%), detailed (32%), and preliminary
(22%) design phases of the project. This analysis also showed
that errors in the fundamental aspects of chemical processes,
such as route selection, were more severe compared to other
error classes.

In chemical process industries, safety is usually considered
by two methods: the conventional method and the inherent
safety method. The conventional method, or extrinsic safety,
uses procedural (administrative) controls and additional safety
devices at the end of design to take care of the hazards identi-
fied during hazard analysis. These safety devices are intended
to perform in case a process upset occurs that could lead to a
loss of containment. This can complicate the design and lead
to additional costs in the later stages of design.*' These tradi-
tional methods used to analyze safety hazards can be used
qualitatively or quantitatively. Qualitative methods include the
what-if, checklist, preliminary hazard analysis, and HAZOP
methods, which are used to evaluate and identify hazards both
at the early design and operating stages.42 These methods are
relatively simple to use and understand as they are based on
brainstorming techniques or a set of questions related to the
process and are generally developed by experts from process
industries.** For complex design, a quantitative method, such
as quantitative risk assessment, is used to support decision
making, and in this case, detailed technical information is very
important in the performance of the assessment. Even though
precisely quantified solutions are identified, this method is still
dependent on subjective judgment and does not address all
safety issues for the plant.** More often than not, safe design
options are identified at a much later phase of the design, and
any proposed changes are very expensive.*’

The inherent safety method involves the elimination or reduc-
tion of process hazards through the use of inherent properties of
materials or processes and process equipment.46 The major prin-
ciples of inherent safety are intensification, substitution, attenua-
tion, limitation of effects, and simplification. These principles
help evade or reduce hazards with benign materials and operat-
ing conditions, minimizing inventory, and through the design of
a simpler and user-friendlier plant. The early design stages pres-
ent better opportunities for the identification and development of
inherently safer process alternatives for solvents, reaction paths,
and catalysts.42 Enhanced productivity and public reputation,
reduced life-cycle cost, better reliability, reduced company
liabilities, and improved safety and environmental performance
are some of the paybacks of the industrial application of inher-
ently safer technologies. As stated by Kletz,*” inherent safety
aims for the elimination or the reasonably practicable reduction
of the hazards in a system. The main notion of this approach is
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that a truly inherently safe system cannot possibly fail. This
reverses the requirement for safety devices to reduce the risk of
incidents (likelihood and/or consequences) to acceptable levels.
Inherent safety is usually considered in relative terms as hazards
cannot be completely removed in the process industries, but
inherently safer designs open up new opportunities for realizing
this goal. The application of inherently safer systems can consid-
erably reduce the high costs usually associated with the full plant
life cycle, from hazard management to regulatory liabilities and
safety system maintenance.”® However, inherent safety options
must be considered with a holistic analysis to prevent unintended
consequences, such as risk transfer and risk accumulation.

A review on the progress of developments in inherent safety
during the period 2001-2011% included a survey of articles
published on inherently safer design and organized them on
the basis of risk, which included hazards and the likelihood of
their happening and the way in which inherent safety was
understood or assessed. The authors observed that hazards
received the attention of 87% of the articles, and the distribu-
tion of the article subjects was materials (29%), chemistry
(22%), unit operations (14%), flowsheet and layout design
(28%), and storage and transportation (7%). They showed that
the estimation of material properties, especially flammability,
explosivity, and reactivity, have received significant attention
during this 10-year period. This knowledge could help chem-
ists and engineers understand the inherent hazards of a process
and further in the choice of benign materials. Also, the design
of novel reactor systems, such as microreactors and reactive
distillation units, has gained considerable understanding and
development. However, the study of domino effects and inher-
ently safer layouts of chemical plants has occurred predomi-
nantly in the last 5 years. This study also brought to light a
major issue that is covered in only a small amount of the liter-
ature on understanding human factors from an inherent safety
perspective.

Current safety assessment methods used for the evaluation
during the process design stage are mostly index-based methods,
such as the Prototype Index of Process Safetyso and Inherent
Safety Index.”' Index-based methods are simple to use, as they
limit the set of effects of a process with subjective scaling and
subjective weighing in scoring subindices. Researchers and
scientists have attempted to incorporate the effect of domino
effects and the life cycle of process design with many different
approaches to improve the performance of the indices, but there
are many shortcomings of index-based methods, one of which is
scaling. In scaling, physical or chemical properties are divided
into subjective ranges with each range assigned subjective scores
potentially biased by human judgment. Another shortcoming
from subjective scaling is discontinuity at the subrange bounda-
ries.”” The assessment methods have made further advancement
through the incorporation of design simulators and through a
risk-based approach. Incorporation of process design simulators
is helpful in designing inherently safer design processes. The
current trend in safety assessment methods seems to be moving
toward a risk-based approach with advanced techniques with
less reliability on human judgment.

Inherent safety is not routine yet. However, inherent safety
and the implementation of inherently safer options continues
to be the subject of passionate and extensive debate and dis-
cussions. The application of inherent safety concepts can
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create the issue of trade-offs, and reactive distillation is a clas-
sic example of this tradeoff.> The application of inherent
safety professes simplification of the processes, which could
be done by the intensification of two processes into one, but
this may lead to complexity. Khan and Amyotte54 categorized
inherent safety barriers into four general types; these included
(1) timing for individuals at different career stages, degrees of
exposure to inherent safety principles, and project life cycles;
(2) tools for various stages of plant, facility, or operation life
cycles; (3) trade-offs within the suite of inherent safety princi-
ples; and (4) overall risk reduction measures (i.e., inherent,
engineered, and procedural) and training at the developmental
(undergraduate) and professional stages. Inherent safety can
be made routine through continued training and promotion of
inherent safety principles to companies, universities, and prac-
ticing engineers; the promotion of inherent safety principles to
smaller companies who might be unaware of these principles;
the promotion of inherent safety principles to the process
development chemists who work on the chemistry of the pro-
cess early in the life cycle; and the support of research to
devise alternate, safer process chemistry routes. Inherent
safety principles can be promoted by improved regulation,
education, economic analysis, integration with green chemis-
try, and integration with security management>> to make it
routine. Similar conclusions were also drawn about challenges
in the implementation of inherent safety principles and the
way forward in a white paper published by the Mary Kay
O’Connor Process Safety Center.”®

Safety Culture and Safety Climate

Finally, (re)thinking the system of process safety requires a
simultaneous view of technical and social perspectives, and
research to propose frameworks and models is already
ongoing in this direction. There are many challenges for sys-
tems engineers: technological, personnel, procedures, manage-
ment and culture, regulatory, and conceptual.7 A systems
engineering view of risk management should address both the
social and technical aspects and include different levels: work,
staff, management, company, regulators and associations, and
government. However, links between these levels are some-
times missing but should be emphasized so that all entities
have a global view of the entire system. Also, the system is
dynamic and evolves in structure and behavior over time.’’
More precisely, the human and management aspects of safety
are underway to be studied through the concepts of safety cul-
ture and safety climate, with both concepts sharing the fact
that they have no clear definition and no consensus on how
they should be measured.

Safety culture was first introduced after the Chernobyl inci-
dent in the summary report of the postincident review meeting
on the Chernobyl incident in 1986.%® In this report, safety cul-
ture is mentioned but is not really defined. There have been
many attempts to define safety culture and safety climate, but
most definitions are broad and implicit, and there is no univer-
sally accepted definition. Nevertheless, Fernandez-Muniz’®
proposed the following definition for safety culture: a set of
values, perceptions, attitudes, and patterns of behavior with
regard to safety shared by members of an organization and a
set of policies, practices, and procedures relating to the reduc-
tion of employees’ exposure to occupational risks, imple-
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mented at every level of the organization, and reflecting a high
level of concern and commitment to the prevention of inci-
dents and illnesses.

The research on organizational climate started in the 1970s,
and the term organizational culture was also introduced in the
1980s.%° Despite attempts to separate these two, organiza-
tional culture and climate, there is some agreement that cul-
ture is the policies and goals set by an organization and
climate is the manifestation of culture.®’ Many authors have
suggested the elements for a positive safety culture, which
include changing attitudes and behaviors, management com-
mitment, employee involvement, promotional strategies, train-
ing, seminars and special Campaigns,62 mutual trust and
credibility between management and employees, workforce
empowerment and continuous monitoring, corrective actions,
reviews of the system, and continual improvements to reflect
safety.®® Safety culture models before 2000%° also concluded
that a safety culture model should include the following cate-
gories: hardware/physical environment, software, people, and
behavior. Including all these aspects in the model makes it
based on a holistic approach rather than only focusing on the
human factor of safety culture.

An integrative framework to maintain and improve safety,
which includes the environment, person, and behavior, is
described in Figure 6. The environmental dimension, closely
related to system safety engineering, as stated in the beginning of
this article, would be managed through safety management sys-
tems and measured by audits or inspections. The data collected
for 116 companies in Italy showed that the companies that
adopted safety management systems demonstrated higher per-
formances in the definition of safety and its communication to
employees, the update of risk analysis, the identification of risks,
the definition of the corrective actions, and employee training.*®

The personal dimension, that is, the psychological aspects,
is mostly evaluated by safety climate questionnaires, which
consist of a series of questions addressing people beliefs, val-
ues, and perceptions of different aspects of safety. An example
of this was demonstrated by Mearns and coworkers,m‘68 who
applied the approach to 13 oil and gas companies in the North
Sea over 2 consecutive years. The questionnaire was struc-
tured around topics such as their involvement, communication,
and satisfaction about safety, management commitment,
unsafe behaviors and incident reporting, and rules and proce-
dures. The study found associations between certain safety cli-
mate scales and official incident statistics and also the
proportion of respondents reporting an incident in the previous
12 months. It also showed a correlation between proficient
safety management practices and lower official incident rates
and fewer respondents reporting incidents.

With regard to the behavior dimension, Cooper™ recom-
mended peer observations, self-reporting measures and/or out-
come measures, and an analysis of the incident history of a given
organization so that safe and unsafe behaviors could be identified.
An interesting study was conducted by Depasquale and Geller,”
who viewed this from the point of view of the employees. A sur-
vey was performed on 245 employees from 20 different organiza-
tions where a behavior-based safety (BBS) process was already
installed for a minimum of 1 year. The perception survey was
given to each employee, with questions about interpersonal trust,
impulsivity, involvement, perception of BBS training, and other
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A Safety Culture Model

The shared employee

The actual safety-
related behaviors, i.e.,

Safety Climate

perceptions and
attitudes about safety,
which reflects safety

PERSON

safe/unsafe acts, which (Survey) culturein the
show employee workplace.
engagement. i
BEHAV.IOR All aspects of an
Safety Behavior (BBS) organization’s SMS,
(Behavioral sampling) which reflects safety
culturein the
v  operational SMS.
ENVIRONMENT

Safety Management System (SMS)

(Audits or inspections)

Note. Adapted from “Towards a Model of Safety Culture,” by M.D. Coo-
per, 2000, Safety Science, 36(2), pp. 111-136; and “Developing a Model of
Construction Safety Culture,” by R.M. Choudhry, D. Fang and S. Mohamed,
2007, Journal of Management in Engineering, 23(4), pp. 207-212.

Figure 6. Safety culture model, adapted by R. Jin (2013) from Cooper.®4%5

basic questions to see whether or not the person knew basic BBS
terms, their satisfaction, and the frequency at which they used
these principles. Focus group sessions were also performed. The
results show that a mandatory process increased the involvement
of the employees, their trust in management and coworkers, and
their satisfaction with the BBS training. The mandatory process
also showed a higher frequency of positive behavior-based feed-
back, either received or given.

From these articles, the tools and models published as meas-
ures of the safety culture are not very clear and are mostly
intended to be used by managers. In addition, most of the studies
or surveys have combined only two of the three dimensions.®*

A set of criteria for safety performance evaluation methods,
emphasizing their holistic approach, has been proposed;’® it
states that a safety performance evaluation method should first
be supported by a theoretical framework that should establish
the indicators, variables, and their logical relationships. The
method should also be holistic; that is, they should integrate
the technical, organizational, and human dimensions and their
interrelations and intrarelations. The method should also be
valid and reliable, and finally, the method should be simple
and flexible and should motivate improvement. Of the six
methods proposed, two of them are being implemented in the
process industry: the Safety Culture Questionnaire’' and the
PyraMap’? by Health and Safety Executive (HSE).”> The
Safety Culture Questionnaire is based on a sociotechnical
model and diagnoses proactiveness, sociotechnical integration,
and value consciousness with the use of a questionnaire that
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contains 47 elements grouped in three categories: operational
safety, safety and design strategies, and personal job needs.
The responses are analyzed in combination with formal audit
results and communicated in a feedback meeting. The Pyra-
Map was originally designed for Health Safety and Environ-
mental inspectors at major hazard chemical sites with the
objective of preventing major accidents (major accident
prevention). Four themes were identified: (1) major accident
prevention measures; (2) competence for tasks; (3) priorities,
attention, and conflict resolution; and (4) safety assurance, all
grouped in a pyramidal approach. The criteria developed by
Sgourou et al.”” show that methods implementing a holistic
approach of safety are not yet fully developed. Some methods
can work well on a small part of the problem, but more
research is still needed. Knegtering and Pasman’* stated that
process safety management should focus on an adequate pro-
cess safety measurement system, evaluation and analysis, a
continuous learning system, and a holistic approach of control.

Recently, the concept of resilience has been applied to
safety. Resilience is the ability of a system to respond to chal-
lenges without a loss of control.”” A resilient system operates
safely under normal, abnormal, and emergency conditions. To
be resilient, a system must be proactive, interactive, reactive,
and adaptive. A safety system is proactive if it anticipates inci-
dents through systematic approaches of hazard identification
and risk prioritization and reduction. It is interactive by pro-
viding information on what to do when a problem arises; reac-
tive through preparation, planning, and training so that the
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organization reacts in the good way once a problem arises;
and adaptive by using hands-on experience and lessons
learned activities.

Another approach is the lean safety approach, or the applica-
tion of lean manufacturing principles to safety and risk manage-
ment. Originally established by Toyota,”® a lean production is a
system that uses minimal amounts of resources to produce a
high volume of high-quality goods with maximum variety.”’
The book written by Hafey’® emphasizes the importance of
safety culture, demonstrates the applicability of lean tools for
safety, and proposes standards and metrics. This book conveys
that any lasting improvement must become both institutional-
ized and perpetually capable of adaptation. World class safety
is not about writing correct rules but more about righting the
culture responsible for the well-being of its stakeholders.

Mannan et al.” tried to answer the question “What are the
practical attributes of best-in-class safety culture?” by identi-
fying consensus principles harvested from a broad spectrum of
organizations with exemplary safety programs. Through years
of studying the underpinnings of a strong safety culture, the
authors identified 10 attributes that are important in the crea-
tion of a best-in-class safety culture. The 10 attributes for the
best-in-class safety culture were identified as follows: (1) lead-
ership, (2) culture and values, (3) goals, policies, and initia-
tives, (4) organization and structure, (5) employee engagement
and behaviors, (6) resource allocation and performance man-
agement, (7) systems, standards and processes, (8) metrics and
reporting, (9) a continually learning organization, and (10)
verification and audit. The analysis or evaluation of these 10
attributes for a best-in-class safety culture requires the applica-
tion of system thinking on process safety and safety culture.””
However, specific tools and methodologies still need to be
clearly defined and/or validated, and more field research is
needed to successfully apply system thinking and lean princi-
ples to safety.

Concluding Thoughts

Process safety is of paramount importance, and the sustain-
ability of the chemical and energy industry is highly depend-
ent on improved process safety performance. Sustainable
development is a subject of major concern in different industry
sectors. Its importance has been recognized by industry and
academic communities. As a result, in the last 2 decades,
sustainable-development-related content has started to appear
in engineering curricula in universities worldwide. A lot of
advances in terms of sustainable development regulations,
engineering tools, and technology have been made. Neverthe-
less, industrial incidents continue to occur. The application of
engineering principles to prevent further incidents and to pro-
mote sustainable development is, therefore, of paramount
importance. However, the complexities and continuing
changes of processing plants (commonly constituted of several
subsystems that add complexity to the main system) make the
application of engineering for sustainable development a chal-
lenging task and an opportunity. To accomplish the advances
needed to improve process safety performance, it is imperative
that we embrace innovative approaches, such as systems anal-
ysis of processes and incidents, the application of complex
systems approaches, and multiscale modeling.
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In this article, we have tried to show that the solution of pro-
cess safety problems requires an all-inclusive approach, that
is, risk assessment, LCA, the implementation of a safety cul-
ture, and various elements of engineering science. In each of
these domains, we have discussed a number of important com-
ponents, for example, in the section on science and engineer-
ing, we summarized the application of multiscale modeling
for solving process safety problems. There is a need for more
fundamental efforts to bring all of these elements together
with a systems approach. Also needed is a crisp systemization
that has been absent in process safety; this absence has pre-
vented academic or/and industrial efforts from having a sus-
tainable impact.
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